Biscom Delivery Server Secure File Transfer

Biscom Delivery Server (BDS) was built from the ground up to be a superior enterprise-class file transfer solution,
one explicitly designed for today's more demanding file delivery needs. The increase in people sharing data
and files, combined with size and security limitations of email and FTP, has forced organizations fo seek solutions
for sending large and confidential files while complying with a multitude of compliance and regulatory require-
ments. BDS ensures secure, authenticated, file fransfers with complete tracking of all transactions. With its exten-
sive reporting and auditing capabilities, simple user interface, and robust encryption and security technologies,
Biscom Delivery Server helps organizations meet their most challenging file tfransfer needs.

Applications for Secure File Delivery

Health Care — Protect against unintended or unauthorized dissemination Features
of Protected Health Information (PHI). Safely send medical records, lab e End-to-end security with encryption for

reports, insurance claims, and patient information. data "in transit" and "at rest” using NIST-

Finance — Control access to and distribution of sensitive financial data approved AES 256-bit encryption.

such as monthly statements, agreements, income statements, accounting

databases, and investing acfivity. + Simple user interface is geared for quick
Legal — Share documents relating to litigation support, attorney-client ad-hoc file transfers.

communications, and confracts and agreements.

¢ No file size limifs.
Corporate/HR — Manage the fransfer of confidential information regard-

ing employees with 401K and pension plans, health insurance, and payroll

) ¢ Powerful administrative tools for user
services.

management, system configuration,
Software Distribution — Manage initial delivery and regular updates

. . application customization, and multi-
of software, automatically expire access.

locale support.
Construction/Engineering — Exchange large files such as CAD drawings,
blueprints, and contracts. Automatic file restart ensures delivery even with » Integration with Active Directory and

slow or intermittent network connectivity. LDAP for User authentication and man-

Real Estate — Collaborate on loan applications, financial approvals, pur- agement.
chase agreements, deeds, and closing documents.
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address tracking, and user activity and

Secure - No No No R
system utilization reports.

Large file support - No Yes No

Easy-to-Use - Yes No No *  Microsoft Outlook support.

Encryption “at rest” and NE e e +  Compliance role for auditors.

"in transit"

Real-time tracking - No No No e Java, .NET, and Web services APIs with

Secure reply - No No No support for scripting and high-level lan-
guages.

Return receipt - No No Yes

Recipient notification - Yes No Yes ¢ Automatic checkpoint restart on net-

Recall message - No Yes No work failure.

APIs for integration - No No No e VMware appliance and subscription-

Checkpoint restart - No No No based Cloud offering available.
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Securely Deliver and Access Files

View Your Deliveries: Received and Sent
Unread deliveries: 28, Total received delveries: 60.

Create an Express Delivery
Create a package and deliver it in one step

™, Manage Packages
LL]J Create, manage, and deliver packages
E) Contacts

Manage your private contacts

View Reports
Select pre-defined reparts

- Compliance
/" View package, delivery details and user activities

&

4% System and User Administration
Configure the system, and create and manage users
Monitor system activity

@ Help

Automate, Track, and Manage Deliveries
Secure file transfer with BDS solves the security and
reliability concerns of email and FTP. Easy fto use, BDS
provides a secure delivery system that can be used by
anyone in the organization without IT support or inter-
vention. Users can use a Web interface or email add-in
to quickly send files. An email notification is delivered to
the recipient who must provide the proper credentials
in order to access files. When a recipient downloads a
file, an email is sent back to the sender with noftification

that the file was delivered successfully.

Cloud and VMware Support
BDS can be deployed as a VMware appliance and run
in multiple virtual environments, either on-premise or
in a cloud. BDS in the cloud is a Software as a Service
(Saas) offering that offers full secure file transfer func-

fionality but on a subscriptfion basis.

Compliance
BDS guarantees the confidentiality of your file delivery
and also provides a detailed audit frail. Guaranteeing
confidentiality and maintaining an audit trail are cen-
tral to regulations such as HIPAA and Sarbanes-Oxley,
data privacy laws, as well as other federal and state

mandated compliance requirements. A compliance

Benefits
e Share any size file securely with no unauthorized
access.

e Greater reliability than email, easier o use than
FTP — more secure and auditable than both.

e Help users with compliance requirements.
e Manage and track all file fransfers.
e Scalable for high traffic volumes.

e Low TCO, fast ROI.

role built intfo BDS provides auditors with comprehensive

reports detailing who's sending files and to whom.

Automation

Automation tools provide scheduled and real-time file
fransfers. Users or server applicafions can drop files info
designated folders, and BDS will automatically pack-
age the files up and deliver them. BDS can also auto-
matically retrieve files from designated folders for batch

processing.

Customization and Software Development Kits

BDS provides easy modification of the user interface,
including logos, content, and features. Java, .NET,
and Web services SDKs enable developers to tailor the
application to their specific requirements, integrate
with existing customer databases and applications,
and enable companies to build a truly customized

delivery application on a proven platform.

About Biscom Delivery Server

Founded in 1986, Biscom has provided many of the
world's largest companies with enterprise communica-
fions solutions, including applications for enterprise fax
management, secure document delivery, file conver-
sion, SharePoint solutions, enhanced messaging, and

workflow solutions.

Biscom Delivery Server | 321 Billerica Road, Chelmsford, MA 01824 | 978-367-3612 | info@biscomdeliveryserver.com

© Biscom, Inc. All rights reserved. BDS is a trademark of Biscom, Inc. All other registered trademarks are property of their respective owners. Specifications subject to change without notice.



