bds

BISCOM DELIVERY SERVER

Education Industry

The Trusted Solution for Enterprise Secure File Transfer

Application Brief: Eliminate unsecured email attachments

The Wake County Public School System uses Biscom Delivery Server (BDS) to: ensure privacy of stu-
dent and employee files, comply with The Family Educational Rights and Privacy Act and eliminate
fransmission of unsecured email fransmissions.

“BDS solved our problem immediiately and it was simple for us to set up and for our users to use.” -- Vass Johnson, Senior Director of

Network Systems

Profile: Wake County Public School System
The Wake County Public School System (WCPSS) is one of the twenty largest school districts in the nation. Located in the Raleigh-Durham
area of North Carolina, WCPSS consists of more than153 schools, serving over 136,000 students and 17,000 employees.

The Challenge

WCPSS’s challenge primarily focused on en-
suring privacy protection of confidential infor-
mation.

Each one of the district’s thousands of students
and employees has a confidential file that must
be maintained, in compliance with privacy
laws, as well as shared with only the proper
personnel.

The Family Educational Rights and Privacy
Act (FERPA) requires that educators carefully
control information they maintain pertaining
to students’ home life, grades, and behavior.
School administrators are also required to run
background checks on all school employees
and maintain these files for their records.

Despite the fact that both student, and em-
ployee, records contained sensitive informa-
tion that needed to be sent securely, regulatory
compliance was a large challenge. Users were
often routinely sending student records, grade
information, and discipline reports via email.
Employee background checks were also being
transmitted by unsecured email transmissions.
WCPSS’s IT department needed to provide us-
ers with an alternative, compliant, and secure
method to email attachments.

The Solution

BDS is a clientless, Web-based secure file
transfer solution that enables enterprise-class
secure file transfer. Data transfer is secure, au-
thenticated, and delivered directly from point-
to-point. Integrated tracking and reporting ca-

pabilities provide a comprehensive audit trail.

BDS lets the Wake County public school sys-
tem’s employees easily send and receive files
using 128-bit encryption - all from a simple,
Web-based interface. BDS is a simple and ef-
fective way for hundreds of users to send and
receive sensitive or large files both within the
organization and to external contacts.

Ease of use was a key factor in the decision
to implement BDS. “It's very intuitive,” says Mr.
Johnson. “We don’t have to explain much to
people and it doesn’t take much for them to
grasp how to use it. We were initially only plan-
ning to roll it out to our administrative group
as a test application, but as we got used to it
we really liked it! Now we’re planning to scale
up our implementation and expand it beyond
our legal, administrative and facilities organi-
zations.” BDS is currently being used by hun-
dreds of WCPSS employees and Mr. Johnson
plans to roll it out to all school employees in
the near future. “We're performing several doz-
en secure transactions each week and in the
future we’ll have an un-guessable number of
transactions.”

About Biscom, Inc.

Biscom Delivery Server is a division of Biscom
with a focus on secure file transfer solutions;
it solves the security, compliance, and file at-
tachment problems common with email and
FTP. Since 1986, Biscom has been enabling
enterprise document delivery and workflow so-
lutions for Fortune 1000 companies.

BDS Benefits

Send large files of any size or type
Securely transfer sensitive information
Eliminate FTP servers

Reduce email attachments

Track and audit all files

Platform neutral - Windows,
Linux, and Solaris

Three-tier Services Orientated
Architecture (SOA)

Web-based interface
Easy to use - reduces Help Desk calls

Comprehensive APIs to extend and
integrate with your existing applications

NO proprietary hardware
appliances required

Scalable - integrate out of the
box with your SAN or NAS

100% customizable - change the
application to fit your corporate image
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